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Introduction 
Nothing in life is free from risk, and as your career progresses you will find yourself increasingly 
managing risk.  We talk of risk in many contexts such a business risks, or safety risks, or service risks, all 
fundamentally are defined as the likelihood of a bad outcome occurring.  This fact sheet is an 
introduction into the topic of risk management covering key points. 
 

Risk perception 
In the weeks and months immediately 
following the New York and Washington 
terror acts of September 11, 2001, 
millions of Americans decreased their 
domestic air travel. At the same time, 
Americans’ reliance on car travel, 
measured in terms of miles travelled via 
automobile, increased by up to 5.3% on 
interstate highways, suggesting that long-
distance travel had increased. In other 
words, it seems likely that people were 
opting to drive long distances rather than 
flying, for fear of the risk of terrorism-
related death in airplanes. 

Behaviours and risk 
Perhaps the first point to explore is that risk is a very personal thing, how much risk we want to take is 
to some extent down to our beliefs and how we want to live our lives.  Many of your colleagues will ski, 
or ride motorbikes, or windsurf…etc.  All of these activities have the appeal of danger and exhibit raised 
risk exposure.  It’s that very fact that we like, and it attracts us to do it more or faster, some of us more 
than others, but we all like risk to some extent. 
 
The second point is that it is impossible to eradicate risk, we can introduce all the control measures in 
the world, but ultimately the risk is still there, albeit reduced.  Control measures usually to some extent 

slow the process down, for all the 
right reasons.  In today’s increasingly 
fast-paced world our behaviour can 
cause us to avoid the control 
measures to speed the process, 
where our personal perception of the 
risk is below our threshold.   
 
These two factors combined make 
managing risk very complex and 
challenging.  As the boss you are 
accountable, yet you are often not 
there, and people behave in different 
ways! 
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Governance of risk 
The title suggests risk but in reality, it is governance of safety, risk being an element of that.  The most 
important thing to consider is that this requires your genuine commitment.  I recently went into an 
aviation facility and there was a massive banner proclaiming that “safety is our first priority!”  So then, 
if we walk across the shop floor and ask 15 people at random, what your priority is – what answer will 
they give? 
 
I run my own business and know how important sales are; without sales (and profit) you have no 
business, so saying safety is my number one priority is just silly, because it is not true.  A commercially 
viable business is my number one priority…. and, I want to do that safely and ethically.   
 
So, be genuine in your communications, it builds your credibility.  Safety is a pillar of what we do in 
engineering, but it isn’t the only pillar. 
 

Gaining a picture of risk 
One of the hardest things to achieve as an 
executive is a clear picture of risk.  Often risk 
measures are not treated in anything like the same 
importance as delivery, or sales, or profit – leading 
to it having a lower priority in the organisation.  I 
wish I had £1 for every time I have heard the 
phrase, “Well, safety is the safety department’s 
job!”   Mmmm, of course you’ve never said that 
have you?  The safety department is there to help 
you keep compliance and assist you…governance 
sits with you.   
 

To get the full picture of risk, engage the entire team in managing risk!  Your team have the answers, 
they know what is risky and what is not (generally), use their collective brains to help you.  This is why 
you need to demonstrate genuine commitment to safety, it will allow your teams to engage and report 
and provide the information to help you govern risk effectively. 
 

Risk register 
With an engaged team, they report, and you need to capture this somewhere, enter the risk register, 
but beware!  There is a whole industry of people that will make the risk register the most complicated, 
fancy, Gucci tool going…. and a tool never referred to until an accident happens.  Completely useless!!  
A risk register needs to capture data – that’s all!  Make it real and alive, use the register in your 
performance meetings, challenge what is on there, challenge the risk assessments, challenge, 
challenge, challenge! 
 

Risk assessments 
A risk assessment is your method of testing the safety of 
your system, or a part of the system.  Performed by 
trained people the purpose is to find risk control measures 
that take our risk from unacceptable levels down to levels 
that are acceptable. 
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Key thing is using your risk register and cycle through the highest or most unacceptable risks and run a 
risk assessment on the task(s).  After the risk assessment is complete always ensure your quality team 
are verifying the effectiveness and use of whatever defence has been put in place.  I was watching an 
engine ground run at an organisation once and 
observed that the engine guards were not put in 
place, they were left to the side of the aircraft.  I 
asked why, why, why?  Eventually getting the true 
issue which was that they were bulky and took too 
long to put in place.  Checking the risk assessment, 
the guards were there to stop a person being 
inadvertently ingested into the engine.  So, I posed 
the question, “Imagine you have ingested a person, 
and killed them. Aside from the sadness and 
psychological impact on all the staff, what defence 
do you give the Judge when asked why you didn’t 
use the guards you knew needed fitting?” 
 
In managing safety risks, it is best to consider options in three priorities: 
 

 Can we remove the hazard? 
 Can we reduce the risk exposure? 
 Can we control behaviour? 

 
 

Risk-based decision making 
On our Ethical leadership fact sheet we discussion ethical decision making and introduced Kohlberg’s 
theory of decision making levels.  This work has been challenged more recently as the original control 
group was entirely male, and Carol Gilligan argues that women tend to make decisions with more focus 
on the context or the effect, rather than hard-rules meaning they are unlikely to progress past level 2 
decision making in Kohlberg’s model.  In Engineering the model appears to apply in a more gender-
neutral manner and is worthy of consideration. 
 
The model considers there are three principles why decisions are based: 
 

 Level 1 – rule based, sometimes called self-interest.  Here the decision is based on conforming 
to a set of rules or process, and as such protecting one’s self interest by not stepping outside 
of the rules.  One of two types of behaviours are exhibited here: 

o An engineer may refuse to return a vehicle to service as it does not conform to a [rule] 
standard, this would constitute an offence and so will not be released. 

o Alternatively, under pressure from a supervisor the technician might release the 
vehicle unsafely (or at risk) due to fear of the sanction implied or otherwise from the 
supervisor. 

 Level 2 – Societal-based.  Here decisions are taken based on conformity to one’s society, peer 
pressure is an example of level 2 decision making.  The technician signing off the vehicle now 
will likely: 

o Consult with peers, and determine it is important to stand up to their supervisor, and 
not doing so will exclude them from their peer community. 

o Alternatively, they will understand that the supervisor has an ‘A’ list of people and to 
get on it they need to be ‘helpful’. 
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 Level 3 – risk-based using the principle of respect.  This is Kohlberg’s highest decision-making 
level and requires that the person taking the decision weighs the options positive and negative 
and manages this on the ethical balance so that the most respectful decision is achieved. 

 
Although a generalisation, research points to the fact that junior managers tend to be taking level 1 
and 2 decisions, whereas senior managers are dealing more with risk-based decisions.  Certainly, at 
executive level almost every single decision is a risk calculated decision. 
 
As a senior manager oversighting your safety culture it is important that you are aware and guard the 
organisation against blind level 1 and level 2 decisions.  That’s not saying such decisions are void, they 
are valid decisions, but require the taker to be clear in facts and reason for the decision. 
 
 

As Low as Reasonably Practical (ALARP) 
One criticism I often have of managers as they progress through the ranks and achieve higher positions 
is their approach to risk management is flawed to some extent.  The previous paragraphs might 
highlight to some extent why this is, they are possibly holding onto less mature decision-making levels.  
Some senior managers exhibit quite a 
cavalier attitude towards it, almost feeling 
safety is getting in the way of making 
money; the majority (and this is especially 
true in rail) are very risk averse.   
 
A key part in managing risk effectively is 
knowing when you have done enough.  
We can never eradicate risk, it is 
impossible to do so, but we must reach a 
point where we have got our risks to an 
acceptable level.   
 
As the senior manager keep your thinking 
at least one degree separated from your 
team.  Ask the dumb question, challenge 
the norm; in short, keep over sight. 
 
 
 
 


